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take the necessary initiative to protect
consumers’ privacy. But we should not
neglect to notice that industry is mak-
ing progress. When the Federal Trade
Commission testified before the Com-
merce Committee about this time last
year, it cited studies showing that
roughly two-thirds of some of the busi-
est Web sites had some form of disclo-
sure of privacy policies. This year, the
FTC reports that 90 percent of sites
have disclosure policies. Likewise, last
year the FTC found that only 10 per-
cent of sites implemented the four core
privacy principles of notice, choice, ac-
cess and security. This year the FTC
reports that figure at 20 percent. That
is still not high enough, but this is a
five-year-old industry. We’ve seen sig-
nificant improvements without the
need for intrusive congressional inter-
vention. It is simply too soon to write
off a market driven approach to pri-
vacy.

Most of us don’t think about it. But
I want to make a point about the dis-
tinction between the offline and online
world. When you go to the supermarket
and you walk into any store and swish
your card through the checkout scan-
ner, that scanner has a record of pre-
cisely what you bought. In effect,
today in the offline world, people are
getting extraordinarily detailed infor-
mation about what you are purchasing.
The question, therefore, is to be asked:
Is there some kind of preference about
what happens at the supermarket, or
any other kind of store, and is that
somehow less protected than the choice
you make online? Likewise, catalog
companies compile and use offline in-
formation to make marketing deci-
sions. These companies rent lists com-
piled by list brokers. The list brokers
obtain marketing data and names from
the public domain and governments,
credit bureaus, financial institutions,
credit card companies, retail establish-
ments, and other catalogers and mass
mailers.

I have been collecting the catalogs
that I have received just in the last few
weeks from not one online purchase,
and I have been targeted by about 50
catalogs just on the basis of offline
purchases that have been made and not
because of an online existence.

Even in politics, off-line privacy pro-
tections may be less than those we are
already seeing online. For example, we
all know that campaigns can and do
get voter registration lists from their
states and can screen based on how
often individuals vote. They will take
this data and add names from maga-
zines—Democrats could use the New
Republic and Republicans might choose
the National Review—and advocacy
groups, and target all of them. With
those combined lists, campaigns decide
which potential voters to target for
which mailings. The campaigns will
also often share lists with each other
and with party committees. All of this
goes on offline.
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On the other hand, when I go to the
shopping mall and I walk into a store
and look at five different items, five
sweaters, or five pairs of pants, what-
ever it may be, and I don’t buy any of
them, there is no record of them at all.
But there is a record of that kind of
traveling or perusal, if you will, with
respect to the web.

There are clearly questions that we
have to resolve with respect to what
kind of anonymity can be protected
with respect to the online transaction.

I just do not think this is the mo-
ment for us to legislate. I think we
need to study the issue of access very
significantly.

There is a general agreement that
consumers should have access to infor-
mation that they provided to a web
site. We still don’t know whether it is
necessary or proper to have consumers
have access to all of the information
that is gathered about an individual.

Should consumers have access to
click-stream data or so-called derived
data by which a company uses com-
piled information to make a marketing
decision about the consumer? And if we
decide that consumers need some ac-
cess for this type of information, is it
technologically feasible? Will there be
unforeseen or unintended consequences
such as an increased risk of security
breaches? Will there be less rather than
more privacy due to the necessary cou-
pling of names and data?

Again, I don’t believe we have the an-
swers, and I don’t believe we are in a
position to regulate until we have thor-
oughly examined and experienced the
work on those issues.

I disagree with those who think that
this is the time for heavy-handed legis-
lation from the Congress. Nevertheless,
I believe we can legislate the outlines
of a structure in which we provide
some consumer protections and in
which we set certain goals with which
we encourage the consumer to famil-
iarize themselves while we encourage
the companies to develop the tech-
nology and the capacity to do it.

Clearly, opting in is a principle that
most people believe ought to be maxi-
mized. Anonymity is a principle that
most people believe can help cure most
of the ills of targeted sales. For in-
stance, you don’t need to know if it is
John Smith living on Myrtle Street.
You simply need to know how many
times a particular kind of purchase
may have been made in a particular de-
mographic. And it may be possible to
maintain the anonymity and provide
the kind of protection without major
legislation. It seems to me that most
companies will opt for that.

In addition to that, we need to re-
solve the question of how much access
an individual will have to their own in-
formation, and what rights they will
have with respect to that.

Finally, we need to deal with the
question of enforcement, which will be
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particularly important. It is one that
we need to examine further. I believe
that there is much for us to examine.
We should not, in a sense, intervene in
a way that will have a negative impact
on the extraordinary growth of the
Internet, even as we protect privacy
and establish some principles by which
we should guide ourselves. I believe
that the FTC proposal reaches too far
in that regard.

I hope my colleagues in the Senate
will join me in an effort to embrace
goals without the kind of detailed in-
trusion that has been suggested.

I thank the Chair.

———

CONCLUSION OF MORNING
BUSINESS

The PRESIDING OFFICER. Morning
business is closed.

————

EXECUTIVE SESSION

NOMINATION OF BRADLEY A.
SMITH, OF OHIO, TO BE A MEM-
BER OF THE FEDERAL ELECTION
COMMISSION

The PRESIDING OFFICER. Under
the previous order, the hour of 11:30
a.m. having arrived, the Senate will
proceed to executive session.

The legislative clerk read the nomi-
nation of Bradley A. Smith, of Ohio, to
be a member of the Federal Election
Commission.

Mr. McCONNELL. Mr. President,
based on the caricatures of Professor
Bradley Smith, one would think he
must have horns and a tail. I unveil a
picture of Brad Smith and his family in
the hopes of putting to rest some of
these rumors.

Let me quote Professor Smith him-
self on this point, talking about the ex-
perience he has had over the last 10
months. He said: In the last 10 months
since my name first surfaced as a can-
didate, certain outside groups and edi-
torial writers opposed to this nomina-
tion have relied on invective and ridi-
cule to try to discredit me. Among
other things, some have likened nomi-
nating me to nominating Larry Flynt,
a pornographer, to high office. Nomi-
nating me has been likened to nomi-
nating David Duke, one-time leader in
the Ku Klux Klan, to high office. Nomi-
nating me has been likened to nomi-
nating Theodore Kaczynski, the
Unabomber, a murderer, to high office.

Professor Smith went on and said:
Just this week I saw a new one. I was
compared to nominating Jerry Spring-
er, which is probably not a good com-
parison since Springer is a Democrat.
Other critics have attempted ridicule,
labeling me a ‘flat Earth Society
poobah,” and more.

He says: I say all this not by way of
complaint because I'm sure that Mem-
bers—he is referring to Members of the
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